HUONG DAN CAI PAT VA KY VAN BAN PIEN TU

I. HUONG DAN CAI PAT
Buéc 1: Két noi thiét bi PKI Token véi mdy tinh.

Két ndi (cam) thiét bi PKI Token vao cong USB ctia may tinh. Chuong trinh PKI Token Manager s& tur dong
tién hanh cai dat.

Dang cai d&t PKI Token Manager, vui lang ddi...

Luu y:

- Trong truong hop chwong trinh khéng tw cai dat, khdach hang vao My Computer va click diip vio 6 VNPT-CA
dé tién hanh cai dat.

- Trong truong hop mdy tinh cia khach hang sir dung trinh duyét web Firefox, qud trinh cai ddt sé hién thi
cira s6 Internet Security. Khdch hang chon Allow — Cho phép chwong trinh dwoc chay va cai ddt trén mdy
tinh, sau dé dong trinh duyét web Firefox va chon Finish dé hoan tdt cai dat.

Buwéc 2: Nhip mit khiu

Sau khi chuong trinh da cai dat xong, trén man hinh s& xuét hién ctra s6 nhap mat khau. Quy khach hang can
thiét 1ap mat khau dé bao vé thiét bi USB Token

Luu y:
- Khi nhdp mdt khau chirong trinh doi héi mdt khdu c6 @ khé, nham tang khd ning bao mdt cho thiét bi.

- Khi nhdp mdt khdu, nén tdt ché d hé tro gé tiéng Viét (Unikey hodc Vietkey)

Thiét 1ap mat khiu

Xin vui 1ong nhap mat khau bao vé

Mat khau Kok K K ok ok ok ok ok

Nhap lai mat khau s+ ok ok ok ook ok ok
(*) Luu y: Chiéu dai mat khau tir 6- 32 ky tu khong
g0 tiéng Viét c6 dau

DPong y




Buéc 3: Truy nhdp vao thiét bi

- Sau khi hoan thanh qua trinh cai dat va thiét 1ap mat khéu, trén man hinh desktop sé& xuét hién biéu tuong PKI
Token Manager, khach hang c6 thé click vao biéu tugng d6 dé truy nhap vao thiét bi.
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- Chuong trinh hién 1én cira s6 PKI Token Manager. Dé xem thong tin chimg thu, khach hang click chon
VNPT-CA

'F:“ PKI Token Manager

VNPT-CA
P ToKEN

Ching thu' sd
: Rl VNP T-CA
Ki&m tra m3t khau |

Thay d&i mat khdu |

Ki&m tra hé théng |

C3p nhat |

Gidi thiu |

- Chuong trinh s& hién 1én tén cua doanh nghiép va biéu tugng “Xem théng tin chirng thu” s& xuit hién,
khach hang c6 thé vao d6 dé kiém tra thong tin chimg thu.

2 PKI Token Manager

VNPT-CA
MANAGER

Chirng thu sd

Ki&m tra mat khau |

Thay dai mat khiu |

Ki€m tra hé théng |

Xemn théng tin chifng thu |

Cap nhat |

Gidi thidu |

|~
| ™




II. HUONG DAN KY SO TREN MOT SO UNG DUNG CO BAN

1. Huéng din ky s6 trén Microsoft Office Word 2003

Sau khi khach hang tao va luu dir liéu c6 dang file.doc. Tién hanh cac budc sau dé ky chit ky s6 vao
file.doc nhu sau:

Buwdc 1: Trén thanh cdng cu cua Microsoft Office Worrd: Chon Tools/Options
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Budc 2: Chuong trinh hién 1én bang Options: Chon Security/Digital Signatures...
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Buwdc 3: Chuong trinh hién 1én ctra s6 Digital Signature. Chon Add dé gan chit ky sé vao vin ban.

Chuong trinh tiép tuc hién 1én cira s6 Select Certificate. Lya chon ding tén ngudi ky, rdi chon OK.
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Budc 4: Chuong trinh hién 1én ctra s6 dé nhap mat khau thiét bj USB Token, nhap dang mat khau.
Va nhan OK.
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Budc 5: Kiém tra chit ky: Khi di ky thanh cong xut hién biéu twong phia dudi.Khi dit con tré vao
biéu twong s& hién 1én dong chit The document has been digitally signed — Vin ban vira duoc ky sd.
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Véi tng dung Microsoft Excell 2003: viéc ky s thao tac tuong tu.

2. Huémg din Ky s6 trén Microsoft Office Word 2007

Sau khi khach hang tao va luu dir li¢u c6 dang file.docX. Tién hanh céc budc sau dé ky chir ky s6 vao
file.docx nhu sau:

Buwéc I: Trén phia goc tréi trén cung click vao biéu twong ctia Microsoft Office Word 2007
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Burdc 6; Chuong trinh hién Ién cira s6 User PIN Verification va yéu chu nhip ma PIN.
Tiénhanh nhip déng ma PIN cia ngudiky vao User PIN va chon OK.
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Buwéc 2: Chuong trinh xuét hién thanh cong cu Iya chon Prepare/ Add a Digital Signature
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Chuong trinh hién 1én ctra 56 User PIN Verification va yéu ciu nhip mi PIN.
hanh nhip dtng mi PIN cia ngudiky vao User PIN va chon OK.
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Budc 3: Lua chon chir ky $6 dang hién c6 trong chuong trinh. Chon OK .

Luru y: Phai két ndi thiét bi USB Token vdi may tinh, chuong trinh méi nhan duge chit ky sd.

Microzoft Office Word

[ pon't show this message again

Microsoft Office digital signatures combine the familiarity of a paper signing experience with the convenience of a digital format. While this feature provides users with the
ability to verify a document's integrity, evidentiary laws may vary by jurisdiction. Microsoft thus cannot warrant a digital signature’s legal enforceability. The third-party
digital signature service providers available from the Office marketplace may offer other levels of digital signature assurance.
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Buwdgc 4: Chuong trinh tiép tuc hién 1én ctra s6 Sign dé ghi chi 1y do ky vao van ban (khong bat

budc). Sau d6 lya
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Buwéc 5: Chuong trinh hién cua s6 PIN Verification dé nhap mat khau thiét bi USB Token. Nhap
dung mat khau va chon Ping nhap dé hoan thanh ky sd.
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Ghi chi: Ky s trén Microsoft Office Excell 2007 twong tu nhu Microsoft Office Word 2007.

3. Huomg din ky s trén file PDF.
Sau khi da tao va luu thanh cong file.pdf. Thuc hién cac thao tac sau dé ky s6 1én file.pdf.

Buwdéc 1 : Trén thanh cong cu ciia Adobe Acrobat. Click vao biéu tuong k¥ s6 va chon Sign this

document.
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Buwéc 2: Chuong trinh hién 1én ctra s6 Sign Document. Chon Next dé tiép tuc qua trinh ky s6.
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Buéc 4: Chuong trinh hién 1én ctra s6 Apply Digital Signature — Digital 1D Selection. Lira chon
dung ngudi can ky va chon OK
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Buwdc 5: Chuong trinh tiép tuc hién 1én ctra s6 Apply Signature to Document dé ghi 1y do ky.
Giai thich 1y do ky vao phan Reason for Signing Document (select or edit). Sau 6 chon OK dé
két thic 1y do ky.

l To complete the signing process, you must apply the Digital Signature to the document by saving
the document. In case you need to later make changes to the original, it is recommended that
wou create & new signed copy of the dacument by dicking Sign and Save As.
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Signing as L& Xudn Lan. ‘View Digital ID...
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Buwdc 6: Chuong trinh hién 1én ctra s6 User PIN Verification va yéu cau nhap ma PIN. Tién hanh
nhép dang ma PIN cua nguoi ky vao User PIN va chon OK.
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Buwdc 7: Chir ky s6 s& hién 1én voi day du thong tin vé chir ky s6. Khi dit con tré vao chit ky so s&
hién 1én dong chit Valid signature. Nghia 13 chir ky s6 hop 18, va goc trai bén dudi xuat hién biéu
tugng da dugc ky sd

B2 Adobe Acrobat Professional - [MOU _VDC-Vien chien luoc TTTT. . pdf]
i Fle Edit Wiew Document Comments Tools Advanced Window Help

g a % E} m @' (y' % ﬁ ‘ Ecreate POF ~ %Commem&markup' ESendforRaview - aSecure- Z-

m| @ retp -

-

|i - This document contains interactive form fields, [T Highlight fields

1 - =

Ha Ngi, ngday  thang nam 2008

Vién Chién lvge TT&TT Céng ty Dién toan va Truyén s liéu VDC

Digitally signed by L&

N cn=L& Xudn Lan,
N, I=Cau Gidy,
st=Ha Néi, o=Vién
Chién lrge, ou=Vign
trudng

Reason: Toi dong y
an Date: 2009.07.08

15:51:15 +07'00°

I Commerts \ At'tachll Pages1§ Signatures\‘\ Bookmarks




Bugc 8: Dé kiém tra chi ky sb, chon Signature & trén thanh céng cu doc phia trai chuong trinh, s&

hién thi 1én cac thong tin co lién quan dén chir ky s6 vira ky.
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